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Morgan State University External Research & Advisory Panel (ERAP)
Roles and Responsibilities

General Statement

The principal objective of the External Research & Advisory Panel (ERAP) is to advise Morgan
State University (MSU) on how to achieve its vision as it relates towards being a premier,
research, urban institution that conducts high quality, forward-looking, innovative research
activities across its various schools and colleges. In addition, the ERAP is expected to offer advice
on areas supportive and aligned to Morgan’s research enterprise including technology transfer, and
economic development activities. The External Research & Advisory Panel will meet twice a year,
and provide a written summary report of its observations and recommendations to the MSU Vice-
President of Research & Economic Development. The VP of Research & Economic Development
will share this report with the Morgan State University President, President’s Cabinet, and the
Morgan State University Internal Research Council.

Specific Roles and Responsibilities

1. Assess Morgan’s Research Activities based on:
a. Domain expertise and experience in specific research areas

b. Current research trends and prior work

c. Current funding levels and trends

d. Domestic and foreign technology advances

e. Balance of STEM & non-STEM research across the University

2. Assess Morgan’s Research Administration by:

a. Evaluating the overall University Research Strategy led by the VP for Research &
Economic Development
Evaluating the University environment for its support of faculty research
Evaluating the adequacy of metrics to assess reporting of sponsored programs
Sharing of best-practices for oversight of sponsored programs
Sharing of best practices for technology transfer
Sharing of best practices for the University as a catalyst for economic development

me o o

3. Benchmark Morgan’s Research Capabilities:

a. Relative to alternative providers (e.g. other universities, National laboratories) and
potential partners, based on quality, reputation and cost

b. Based on potential for technology transfer and potential work for industry (where
appropriate)

c. Based on the adequacy of faculty to meet anticipated challenges

d. Based on the adequacy of technical facilities to meet anticipated challenges

e. Based on the University’s reputation to attract both grants & contract and research faculty

4. Advocacy of Morgan’s Research Enterprise by:
a. Identification of potential partners and resources for Morgan State University
b. Identifying opportunities for faculty and staff members to increase participation on
external boards, and working groups to increase their exposure to the greater research
community




MORGAN STATE UNIVERSITY

Vision Statement'

Morgan State University is the premier public urban research university in Maryland, known for
its excellence in teaching, intensive research, effective public service and community engagement.
Morgan prepares diverse and competitive graduates for success in a global, interdependent society.

Mission Statement"

Morgan State University serves the community, region, state, nation, and world as an intellectual
and creative resource by supporting, empowering and preparing high-quality, diverse graduates to
lead the world. The University offers innovative, inclusive, and distinctive educational experiences
to a broad cross section of the population in a comprehensive range of disciplines at the
baccalaureate, master’s, doctoral, and professional degree levels. Through collaborative pursuits,
scholarly research, creative endeavors, and dedicated public service, the University gives
significant priority to addressing societal problems, particularly those prevalent in urban
communities.

Core Values

The following institutional core values guide the promotion of student learning and success,
faculty scholarship and research, and community engagement at Morgan:

Excellence. Excellence in teaching, research, scholarship, creative endeavors, student services,
and in all aspects of the University’s operations is continuously pursued at Morgan to ensure
institutional effectiveness and efficiency.

Integrity. At Morgan, honest communications, ethical behavior, and accountability for words and
deeds are expected from all members of the University community.

Respect. Each person at Morgan is to be treated with respect and dignity and is to be treated
equitably in all situations.

Diversity. A broad diversity of people and ideas are welcomed and supported at Morgan as
essential to quality education in a global interdependent society. Students will have reasonable and
affordable access to a comprehensive range of high quality educational programs and services.

Innovation. Morgan encourages and supports its faculty, staff, and students in all forms of
scholarship including the discovery and application of knowledge in teaching and learning and in
developing innovative products and processes.

Leadership. Morgan seeks to provide rigorous academic curricula and challenging co-curricular
opportunities to promote the development of leadership qualities in students and to facilitate
leadership development among faculty, staff, and students.

'Growing the Future, Leading the World: The Strategic Plan for Morgan State University, 2011-2021
"Ibi
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Enterprising Responses to Current Challenges

Widespread reductions in support for its historical missions of teaching and research require a
bold response from the faculty, administration and students of Morgan State University. Trends
in state-government finances are evident. Support from the state of Maryland cannot be
expected to increase in a period of financial strain. Thousands of businesses in Maryland have
relocated to Virginia and other states. Decreased investment in university missions and
reduced confidence in Maryland’s business and employment prospects could become mutually
reinforcing. Public institutions must act to prevent such a downward spiral.

Other states with stronger traditions of entrepreneurial activity stimulated by partnerships
between business and academic organizations are more resistant to such decline and more likely
to attract investments (such as venture capital) that lead to economic growth. Although the state
of Maryland has several important advantages, such as excellent universities, federal laboratories
and proximity to important government institutions, it could benefit from stronger efforts to
promote local business and to train people for entrepreneurial activities. Institutional leadership
from MSU could have a decisive influence in responding to this need.

The encouragement of entrepreneurial activity by the faculty is an atypical and innovative
response to the problems that currently beset urban universities. Limited funding for research
grants is an obvious and ubiquitous difficulty. Despite the difficulties and risks of encouraging
faculty to branch out beyond grants to government contracts, substantial rewards await
institutions that embrace this strategy. This response to current challenges requires the staff to
become more entrepreneurial and requires substantial in-house support in the arcana of contract
writing that differ substantially from grant applications.

Encouraging faculty to become more collaborative and innovative and students to acquire an
entrepreneurial point of view could transform the image of MSU. As members of the faculty
become more adept at becoming research entrepreneurs, they can better teach their students how
to learn and apply entrepreneurial principles. The ASCEND program illustrates this principle.
Here, NIH sponsorship has enabled students to develop skills in health research by



employing entrepreneurial principles. The focus on students is essential, for their talent, energy
and commitment lie at the core of every premier research institution. The ASCEND project is an
example of MSU’s commitment to develop and empower students so that they can assist in the
creation of new businesses and jobs in the state of Maryland. ASCEND will provide students
with the environment, resources, and research experiences that are needed to foster creativity,
innovation, and collaboration. Although the program currently focuses on

biomedical fields, it will yield lessons that are applicable in other disciplines. Competition for
internal mini-grants promises to be especially instructive for inexperienced researchers.

Another example is the Innovation and Entrepreneurship Program at the School of Business and
Management. This program includes a campus-wide, business-plan competition, special events,
management courses, and mentoring.

Innovation, collaboration, and entrepreneurship are admired by most universities and businesses,
but are seldom understood, much less embraced. If MSU can come to embody these principles, it
will not only make its students successful, but also will establish a formidable reputation for the
quality of its programs.

As elucidated by Dr. Foster, the entrepreneurship movement not only brings positive
characteristics to the MSU programs, it also builds on principles learned naturally by children in
less wealthy neighborhoods. They have been taught that success is not automatic but requires
hard work and the will to strive. Teaching entrepreneurship builds on these life lessons and takes
them to a new level.

The process of entrepreneurship can and must involve all of the disciplines at a university, for it
underpins all types of proposals and endeavors. To go forward with any enterprise requires
fundamental knowledge of the disciplines that inform it, the ability to articulate its purposes in
speech and writing, and formation of teams to collaborate in planning and development of
strategy.

Above all entrepreneurship is not just a business endeavor but a set of approaches and principles
that apply to any endeavor. Anything that we do to influence other people requires that we be
entrepreneurial and our success is generally directly proportional to how influential we can be.

Faculty and students may benefit from information provided by the volunteer entrepreneurial
mentoring group SCORE at www.score.org and by the Small Business Administration at

www.sba.gove. SCORE will provide volunteer mentors.

There were indications that liberal arts colleges were perhaps having difficulties with their roles
in entrepreneurial education. In fact, the liberal arts have a critical role that relates to


http://www.score.org/
http://www.sba.gove/

collaboration in teams and to verbal and written communication. Many organizations fail
because of bad communication. The liberal arts should take the lead in making MSU known for
the communication skills of its students.

Measures in Progress
Three initiatives discussed by Dr. McCrary will enable MSU to exercise institutional leadership:

1. Building awareness of entrepreneurial activity among students and encouraging faculty
to become involved by adding such activity as a criterion of merit.

2. Operating at the speed of business by accelerating the contract and grant proposal
process and other bureaucratic procedures.

3. Helping faculty with the management of relationships, networking, competing for state
and federal funding, navigation of the patent process, and framing proposals that
emphasize impacts on economic development in Maryland.

Dr. Mary Fisher of the School of Business and Management built on these themes by describing
the Innovation and Entrepreneurship Program at MSU. This program has developed majors and
minors in entrepreneurship, as well as a PhD program, and thus has generated interest at many
levels of education. This program is based on entrepreneurial principles that help students

learn how to commercialize ideas while focusing on the skills and characteristics that they need
to succeed. Although the program is new, it already has had multiple accomplishments. The
program highlights the skills and characteristics that promote success. Because many MSU
students come from poverty, the program focuses on developing interpersonal team skills as well
as innovation skills. Promoting courage in the face of adversity shows students how to persist and
see adversity as an opportunity to change and grow, instead of seeing it as a failure. Through
recruitment of a student advisory board, the program has noted what areas are of particular
concern to students, and now offers skill-development workshops and motivational speakers. In
addition, lessons learned through participation in competitions have helped to create a culture of
entrepreneurship. The entrepreneurship program uses an evidence-based approach to determine
possibilities and expectations, encourage a growth mindset, stimulate innovation and develop
interpersonal and team skills.

Recommendations

Among MSU’s strengths has been its ability to coordinate activities between departments. The
entrepreneurship program’s many accomplishments set the stage for further collaboration.
Departments in engineering and public health and the nascent cybersecurity program are
potential sources of prototypes, models, examples, and standards that can help shape
entrepreneurial ideas.

Existing MSU programs such as the Morgan Community Mile (MCM) can be great resources to
tap for entrepreneurial or innovative opportunities. MCM has expanded MSU’s influence into



the wider community and as such can be a gateway into opportunities through business and
neighborhood associations.

Another existing program that could be used as an incubator for the entrepreneurship program is
the Patuxent Environmental and Aquatic Research Laboratory (PEARL), a research facility that
focuses on the Chesapeake Bay and its estuaries. PEARL can build on its existing relationships to
expand its research into environmental problems that affect Baltimore, including food depletion,
health dangers, and rising tides.

Other possible venues for the entrepreneurial program to explore are noted in the ERAP
analysis papers from January 2014 and October 2014, including:

1. Nutritional food availability, allocation, and safety —
a. Expand or partner with local groups on Corner Store initiatives.
b. Establish a four—point program for community gardens and development
i. Partner with Baltimore City and with real estate interests to secure and
clean up potential gardening sites
ii. Community outreach to train urban gardeners (e.g. what to plant, when
to plant, fertilization)
iii. Harvesting food for community farmers’ markets and supplying the
Corner Store initiative
iv. Education in public schools about gardening and eating fresh vegetables
2. Aging population - consider developing a nursing program that reaches out to the
community to make sure aging citizens are properly fed and cared for, both in their
homes and in institutions.
3. Resiliency — develop disaster recovery package suitable for sale to the community, or for
non-profit use to augment an existing disaster recovery program.

Active participation in professional organizations can help to expand and promote student
involvement in research, leadership, and developmental activities. Although some departments
seems to be actively involved in professional organizations (e.g. the National Association of
Black Accountants), student participation in professional organizations in other disciplines is not
evident. Active participation in such organizations provides access to professional networks,
internships, workshops, scholarships, student competitions, and community service, promotes
interactions with students from other chapters within the region and has the potential to develop
and empower students so that they can contribute to the creation of new businesses and jobs.

The discussion about MSU and the Maryland Innovative Initiative highlighted several problems
that have hindered MSU’s ability to secure funding. These problems include defects in the
preparation of proposals, deficiencies that appear during review, lack of commitment from
investigators to complete the process (e.g. follow-up on comments), and MSU intellectual
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property practices. A high-level plan to remedy these deficiencies which was presented at the
meeting calls for improvements to the internal review process, collaboration with other
universities in the program, and strengthening intellectual-property infrastructure. MSU can
benefit from a series of faculty training sessions or programs to improve faculty awareness of
the benefits of entrepreneurship, as well as knowledge of the processes associated with patents
and trademarks. The Division of Research and Economic Development held a training session
in August 2014 with emphasis on pre-award, post-award and compliance procedures. MSU also
can benefit from training and other services provided by the US Patent and Trademark Office
(USPTO). The USPTO offers information about the patent process and information on
registering trademarks on their website, via webinars, and in on-site sessions. Developing a
strategy to strengthen the intellectual property infrastructure at MSU that includes the needs of
the faculty as well as the needs of the institution should be a priority.

The international program is rich and diverse, with a list of exchange countries that is quite
different from that of most other universities. As such, it has the potential to differentiate MSU
from other American universities. Interactions with African nations, Brazil, China and Middle
Eastern countries have excellent potential to offer yield unique educational experiences and
research opportunities. The cultivation of linguists and other professionals with broad cultural
competence in international affairs is an especially opportune goal for educators at MSU.
Combining such expertise with entrepreneurial skills such as team building and marketing can
have a transformative effect on the careers of MSU students and faculty. However, it appears that
there is limited participation in this program both from MSU and from foreign institutions.
Increasing participation should be a near-term goal.

MSU recognizes the importance of developing globally knowledgeable and competent graduates.
In addition to the programs described during the meeting in April, MSU can explore the
feasibility of participating in programs such as AIESEC, which provides students opportunities to
volunteer and participate in internships in a broad range of companies around the world.

Cyber security is an area of clear interest for the protection of MSU databases and because of its
potential for future research. The briefing by Dr. Kornegay on cyber security related to the
internet of things was stimulating and innovative. It is an area of research on the cutting edge of
cyber security. This is exactly the kind of work that can enable MSU students to garner key jobs
in the future.
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Appendix

1. Meeting Agenda

2. Meeting Presentations

a.

b.

Division of Research & Economic Development- Dr. Victor
McCrary

Innovation and Entreprunureship Program-Dr. Mary
Foster

c. ACEND- Dr. Payam Sheikhattari
d.

Maryland Innovation Initiative- Dr. Christopher Hollinsed
Embedded Systems Security Research via Reverse
Engineering and Countermeasure- Dr. Kevin T. Kornegay
Internalization of Morgan Campus- Dr. T. Joan Robinson
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MORGAN STATE UNIVERSITY EXTERNAL RESEARCH ADVISORY BOARD
(ERAP)
THURSDAY, APRIL 9, 2015
Boardroom, 4th Floor, Richardson Library

AGENDA

8:30 am - 9:00 am Arrive at Morgan State University- Continental Breakfast
Boardroom, 4™ Floor Earl Richardson Library,
Morgan State University

9:00 am - 9:30 am Welcome to Morgan State University:
Dr. Victor McCrary,
Vice President, Research & Economic Development
Introduction of New ERAP Members

9:30 am - 10:00 am Division of Research & Economic Development:
Update from October 2014 Meeting

10:00 am - 10:15 am Break

10:15am - 11:00 am Entrepreneurship: Dr. Mary Foster
School of Business & Management

11:05 am - 11:55 am The ASCEND Program
Dr. Payam Sheikhattari
School of Community Health & Policy

12:00 pm - 1:00 pm Interactive Lunch Meeting with the MSU Internal Research
Council
1:00 pm - 1:30 pm International Research Collaborations

Dr. Joan Robinson, Vice President for International Affairs

1:30 pm - 2:00 pm Title lll: Its Role in Research & Technology
Dr. James Haynes, Director, Title lll Program

D“RED

Division of Research & Economic Development

1700 East Cold Spring Lane ¢ Baltimore, Maryland 21251
Tel: 443-885-4630 * Fax: 443-885-8030
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2:00 pm - 3:00 pm Cybersecurity: Infrastructure & Research
Dr. Adebisi Oladipupo, Chief Information Officer
Dr. Kevin Kornegay, School of Engineering

3:00 pm - 3:15 pm Break

3:15pm - 4:00 pm Maryland Innovation Initiative: Dr. Chris Hollinsed
4:00 pm - 4:30 pm Closed Session

4:30 pm Depart Morgan State University

Victor McCrary’s Cell # 301-580-1941

D“RED

Division of Research & Economic Development

1700 East Cold Spring Lane * Baltimore, Maryland 21251
Tel: 443-885-4630 * Fax: 443-885-8030
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Growing the Future,
Leading the World:
The Strategic Plan for
Morgan State University,
2011 - 2021

Morgan's motto, “Growing the Future,
Leading the World,” underlies the

Division of

development of this strategic plan.
Research & Approved by the
E . 4 ! 4 - “Morgan State University is the premier public urban MSU
conomic / research university in Maryland known for its Board of Regents

excellence in teaching, intensive research, effective
public service, and community engagement. Morgan
prepares diverse and competitive graduates for
success in a global, interdependent society.”*

Development
(D-RED)

mn
David Wilson, President

09 April 2015
V. McCrary, Vice-President . _
M State U
Research & Economic Development m:’l'g;:u :te . "'Y‘?:'W
Morgan State University rategic Plan Qﬂl m

MSU STRATEGIC PLAN 2011-2021:

Division of Research &

Economic Development ' %Q&%MN

Goals

= Goal 1: Enhancing Student Success MSU Vision Strategic Focus (FY14 - FY17)

. Expand opportunities for student research experiences

e | L
Morgan State University | 5 proyide tools & processes to increase faculty success in obtaining grants &

(MSU) is the premier

. . p h contracts
* Goal 2: Enhancing Morgan’s Status as a Doctoral Research public urbanresearch | 5 g ¢ystomer-focused to faculty and sponsor stakeholders through the use of
University university in Maryland, improved work processes and technology platforms

known for its excellence | ,

i " its excelle . Establish strategic relationships with Federal and Local, funding agencies and
in teaching, intensive

private industry

'pE:EITc'ESheljlcﬁZC:r‘l,: 5. Increase faculty & student engagement within the Morgan Community Mile
= Goal 3: Improving and Sustaining Morgan’s Infrastructure and community engagement Execution Priorities (FY15)

Operational Processes D-RED Goal 1. Ensure success of GESTAR Student Program resulting in 15-20
Morgan students at NASA Goddard in 2015
Create a research . Increase web presence and external visibility of research faculty
" Goald: G . ’ ecosystem which accomplishments
oal 4: rowing Morgans Resources i"m&ri?:::?:::faﬁan Establish written procedures for critical operations in DRED
and entrepreneurship Focus the Division’s efforts to achieve $32M in grants and contracts
among faculty, students, | 5. Establish near-term and mid-term goals for each Priority Area of the
and our i Morgan Cc ity Mile
community

N

>w

= Goal 5: Engaging with the Community

D-RED: Organizational Structure D-RED: Organizational Structure

V. R.McCrary
VP for Research &
Economic.
Development
Division of Research & Economic Development Airland,
T. Akers. G. Whitaker
st VP for el K. Clark Director F. Hombuckle oot
Pre-Award e |Post-Award| a9 RCED Bzt Defense & = Economic
Ir;ndwumn& Administration VAR S GESUR‘ Bz e
S E. Malone I Gz Programs £ Malone ‘A Kirkland
rstvp € Malone e Admin A.Kirkland ad Admin
e Asst VP Enterprise Admin ‘Admin min
" Research T
Innovation & . . RECENG Post Award Programs &
TS Administration Programs Pre-Award Administration Staff Staff Morgan
v y Administration 3. Alexander A Maclin R.Billingslea Communit
K. Willams. . John staff i K. Moncrieffe i
A Zhang D. Cotton 2. Gregory XL € Brown
Program Conception & Grants & Contracts Strategic University Technology Mansfer S, Pedini E lauk M- Burdy . Shaw (SGT) RED G. Maguire
Business Development Administration ;‘ﬁ:‘;‘:‘( Dwe‘owe"{ i e K. Burley
ArmyHPC
R. Lacouture
Restricted
. +Budget Oversight P Disclosures Funds. LEY
g;ll‘ler;::" to MSU Schools & +Research Compliance PEARL “Technology Transfer Accounts Goddara Trancter
o P “Industry Relations Research I
“New Business Development Contract Negotiations ASCEND .Tem:/my 3. Copeland i G
+Proposal Budget Analysis + Grant & contract ’Ep“’:"‘-‘ :SE,SIAR o5 Commercialization D- Bowers W.Swann
“Proposal & Program Preparation MSU Internal Researct efense & Space ey 2EER
Council Programs +TEDCO N
“Special Initiatives & Center M. Brossoie
+ MSU Research *Program “Morgan Community Mile
Formation M. Hodge
Follow-on grant/contract Colloguium Management E. Davis
. & + External Research
business development - Akpawy

Advisory Panel
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Selected Accomplishments

+MID 2015: 18 Exhibits in Annapolis
(K. Clark, J. Gregory)

«Awarded $1M NSF RISE grant - Reverse
Engineering (K. Kornegay)

~Awarded $80K sub-contract from JHU-APL for
IRAD funding of reverse engineering (W.
Thompson)

Division of Research & Economic Development:
Status Update — 04.09.2015

Programmatic Status

FY12 FY13 FY14 FY15
Funding 30 28 30 24
$M:

Proposal Submissions: 115 ($36.6M)
29 awarded ($4.9M)
8declined ($2.3M)
78 pending ($29.4M)

Selected Opportunities (6 months)

Sponsors

NASA — HBCU URC, W. Thompson ($5M)
DoD - HBCU Instrumentation, K. Kornegay

Announcements, Issues

April 20t — Navy Program Review — NSWC
Indian Head

« April 25" — Morgan Community Mile Summit

10/7/2015

¢ Pre-Award Activities Update
¢ Post-Award Activities Update
* Enterprise Programs

* Economic Development

($200K) 10 am - 12 noon; Engineering Auditorium
NSF — HBCU-UP W.Johnson/C. Martin-Dunlop Dr. Wilson, Keynote Speaker
($300K-$1M)

JHU-APL - Internal Research & Development

+ June 12 MSU-PEARL Open House
funds contract ($100K-$300K)

Sponsor Appreciation Day &m&m
1lam -2 pm STATEUNIVERSITY

Divisian of Research & Economic Development

FY15 Proposal Submissions

July 1, 2014 — March 31, 2015

PRE-AWARD ACTIVITIES UPDATE FYIS 1St | FY1S 2nd

(proposal & business development)

Quarter Quarter Quarter

$13.0M $22m $36.6M

41 76 115
submissions submissions submissions

A MORGAN

Divisian of Research & Economic Development

D-RED 3QFY15 Update:
Contracts & Grants Snapshot

MSU Research Colloquium

Operating Unit Proposal Submissions

Operating Unit Proposals/Unit Percentage of Total

* November 20, 2014; over 70

Architecture & Planning 3 26 faculty & students in @
Business & Management 1 <1 attendance JOHNS HOPKINS
Community Health & Policy 9 7.8 ¢ Ms. Sezin Palmer, Mission APPLIED PHYSICS LABORATORY
Computer, Math, & Natural Science 31 27.0 Area Executive for Research
Education & Urban Studies 2 %7 and Exploratory 1
Engineering 33 28.6 Development, at the Johns
Graduate Studies 4 3.5 Hopkins University Applied
Global Journalism & Communications 0 0.0 Physics Laboratory (JHU-APL)
Liberal Arts > a3 * Takeaway - collaborative
Social Work & 3.5 research opportunities with
Other Divisions 23 20.0 Morgan faculty

115 100

pment



Delmock (DTI) Technologies

* $15,000 given to
Morgan

* Support of MSU
Research Colloquium

* Collaborative effort
with the Division of
Institutional
Advancement

* First DTI-MSU Research
Symposium, April 8th

Morgan Innovation Day

* March 19th in Annapolis — over 300 attendees

* 18 projects highlighting Morgan’s innovations & research
with focus on impact to the State of Maryland

¢ Lt. Governor Boyd Rutherford in attendance

D-RED 3QFY15 Update:
FY15 Contracts & Grants Snapshot

July 1, 2014 — March 31, 2015

FY151st | FY152nd FY15 31
Quarter Quarter Quarter
$15.0M $19.4M $24.0M
26 tasks 49 tasks

- Increase over last year

* Proposal submissions from
FY14 awarded in FY15

10/7/2015

Met with over 40
MSU faculty
members to describe
basic research
opportunities with
IARPA

Interested in MSU'’s
expertise in sub-
Saharan African
languages; reverse
chip engineering
research

IARPA DIRECTOR VISITS MSU

POST-AWARD ACTIVITIES UPDATE
(contracts & grants)

MSU Contracts & Grants
FY2007-FY2014

Million Dollars.

Total Extramural Funding by Year

FY15:
$24M to
date

FFI007  FYI008  FY2003  FY2000  FY20LL FY2012 POIOI3 FY20M4

Fiscal Years




300K NSF Grant to

School of Education

10/7/2015

$100K Grant to
School of Computer Mathematics, Natural Sciences

* Dr Whitney Johnson,
Department of Advanced

Studies :
* Innovative re-design of VIHH H[
innovative secondary teacher NOCTE GEaNT

L

certification program for Morgan State University

biology & mathematics

* Leverages the Morgan
Community Mile and the MSU
PEARL

£ NORGAN

Division of Research & Econamic Development

NSF-RISE: Embedded System Security via Reverse
Engineering and Countermeasures
Pl Dr. Kevin T. Kornegay, kevin.kornegay@morgan.edu
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Research Goals 'Sponsor: National Science Foundation
|Award Amount: ~$1M

To assess the vulnerabilities of Internet of
Things (loT) devices.

To provide countermeasures to secure
|oT devices against cyber attacks.

To provide secure data exchange
between IoT devices.

- Support for 5 Doctoral Students

- Infrastructure Support

- Serves as a precursor to the Center
for Reverse Engineering and Assured
Microelectronics (CREAM)

.. To maintain operability.

Duration: 36 Months
Research Team: 5 ECE Faculty Members
4

il

Division of Research & Econamic Development

MSU GESTAR PROGRAM

* A five year cooperative
agreement to carry out
experimental, analytical
and theoretical research in
support of NASA's Earth
Sciences.

University Space Research
Association (USRA) bid and
won this program in 2010;
Morgan a sub-contractor
on the proposal

A NORGAN

Division of Research & Ect

mic Developmant

Dr. Vojislav Stojkovic,
Department of Mathematics

Research Topic: Big Data

¢ Ten-year initiative with the US
Army Research Laboratory
(ARL), New Mexico State
University, University of Texas-
El Paso, and Stanford
University (lead)

Divisian of Research &

ENTERPRISE RESEARCH PROGRAMS

MSU GESTAR PROGRAM

Scientists cooperatively carry out
experimental, analytical and theoretical
research on all aspects of the Earth system,
the atmosphere, the biosphere, the oceans,
and the solid earth— NASA Code 600
Research areas:

- Atmospheric Aerosols,

- Carbon Cycle and Ecosystems

- Climate Modeling and Analysis

- Oceanography

- Terrestrial Water Cycle

- Weather and Short-Term Climate

- Earth i and itati Dy

- Planetary Analog Studies

- Sun-Earth Connection Studies

Division of Research & Economic Development
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MSU GESTAR PROGRAM $23M NIH BUILD AWARD -ASCEND

Technical milestones and

progress on track

* Administration —
environment of continuous
improvement & customer
satisfaction!

* Five MSU student interns
for Fall 2014; 14 Spring
2015

* Two MSU Goddard

scientists tapped for NASA

Awards

* Program to develop a
pipeline of students to
become biomedical
researchers

* 5+5 award - renewable if

National Institutes ~ Program goals are met
of Health * 12 Awards given for
$33Mm

A MORGAN

Divisian af Research & Economic Development

MSU ASCEND PROGRAM

MSU MAC-CAE PROGRAM

— Richard Carmona, former Surgeon General of the
United States

—  Michael Klag, Dean, Johns Hopkins Bloomberg School * Mid-Atlantic Consortium Center of
of Public Health Academic Excellence (MAC-CAE)

—  Kim Nickerson, Assistant Dean for Diversity,
University of Maryland College Park * Dr. Arlene Maclin, PI

~ Joyce Payne, Founder of the Thurgood Marshall
College Fund

Joel Schildbach, Professor and Vice Dean for
Undergraduate Studies, Johns Hopkins University

students for intelligence analysis
James Anthony, Professor of Epidemiology, Michigan (sponsor is the Defense Intelligence
State University

Andrew Campbell, Associate Professor, Brown Agency)

University National Institutes « Annual Colloquium held October

Harolyn Belcher, Associate Professor Johns Hopkins
University of Health 30, 2014 at Bowie State, attracted
Michael Wills, Vice President and Chief Business

Information Officer, Kaiser Permanente Mid-Atlantic over 75 students

Region

~ Casonya Johnson, Associate Professo;, Georgia State
Unersy MORGAN

Division of Research & Econamic Development Divisian of Research & Economic Development

Training program to prepare

Morgan ‘Makers’ at White House

September 24, 2014
HBCU Maker
Workshop at OSTP

Morgan, NC A&T,
Spelman, & UMass at
Boston had exhibits

ECONOMIC DEVELOPMENT UPDATE

Maker Movement seeks
to couple formal learning
with hands-on skills
Opportunities for utilizing
Morgan’s 3D-printing,
wind tunnels and other
‘shop facilities’

Division of Research & Econ



Maryland Innovation Initiative (MIl) Award

— Awarded our 24 MII Phase 1 grant for
translational research

Dr: Viji Sitther, Dept. of Biology

Bi i ing a salt-tol gene
into algae strains to produce biofuels

— Biofuel industry over the next 10 years
projected to be a

$185 billion industry

— Proposal endorsed by the US Navy

‘ !
Maryland Innovation Initiative
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2014 Morgan STEM Expo, October 2014

Key partners:

 Office of Senator Ben Cardin
- Morgan Community Mile
- School of Education,
- School of Engineering,

- School of Computer, Natural

Sciences, & Math
* Over 375 participants
* 40 exhibitors

Division of Research & Econamic Development

ty Mile

Live Near Your Work

Community Engagement with

the BCPS 21 Century
Schools

Building Plan

Morgan StreamWalk Project,
Sesquicentennial Park Design

STATE UNIVERSITY

b | il
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Maryland Innovation Initiative

¢ 3 Provisional
Applications filed with
USPTO in February

As a result of Phase 1
Award in January 2013,
Morgan State
University has spun off
its first company —
iCrystal; MSU NIH STTR

Additional site miner:
Wayne Swann

Morgan Community Mile

PROJECT PI: LORECE V. EDWARDS,

The CEASE intervention will be Project Goals
implemented at 18 new sites between « Prevent and reduce substance abuse and
2013-16, including the Morgan Community " ission of HIV/AIDS

Miie (MCM) ransmission o

Develop environmental strategies to reduce

FY2014funding ~ $460K, NIH risk factors and increase protective factors

Research Outcomes:
Feasibility, Fidelity, Penetration,
Acceptability, Uptake, Cost
Retention, Effectiveness,
Timeliness

Satisfaction (Clients, Peer-
Motivators, Community,
Organizations)

THE GET SMART PROJECT
(STUDENTS MOBILIZED AND RETOOLED TO
TRANSFORM)

—— éMORGAN
P STATE UNIVERSITY

DRED Looking Ahead to FY16: Opportunities

* Department of Defense - Expand sponsor
funding base to the Department of Defense
funding f: ble for
intensive HBCUs — contracts a key!!

« Cybersecurity — Morgan’s student
demographics favors workforce development
for this growing industry which is a major
concern for the Nation — both government and
private sectors

*  PEARL- Opportunity for this MSU facility to be
a nexus for educational awareness of
conservation, environmental research and
economic development for Maryland’s
fishing/oyster/crab industry — National Security
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DRED Looking Ahead to FY16: Challenges 2015 Events

* Building a sense of entrepreneurism among MSU * February 23: NCURA Workshop, Morgan State
research faculty & students— takes time and
perseverance! *  March 19: Morgan Innovatiom Day, Annapelis;, M

¢ June 2-5: NSPAA Technical Assistance Workshop, Arlington, VA

Research Administration at the “speed of business” —
need for best practices
+ June 12; MSU PEARL Open House =Sponsor Appreciation Day
Event, Calvert County
¢ Securing external funding in a very tight Federal and
State funding environment — relationship
A voreay

-

November 1-6: Maryland STEM Festival/
management is the key to success here! 4
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Thank You!
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MORGAN STATE UNIVERSITY
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Innovation & Entrepreneurship
Program

April 2015

T~
MORGAN STATE UNIVERSITY

GROWING THE FUTUKE + LEADING THE WOKLD

The Causes

* Lack of education
« Lack of experience
» Lack of access to capital

Fairlie, R. W., & Robb, A. M. (2008). Race and entrepreneurial success. Cambridge, MA: MIT Press.
Kollinger, P., & Minniti, M. (2006). Not for lack of trying: American entreprencurship in black and
white. Small Business Economics, 27(1), 59-79. doi:

http://link.springer.com/journal, 1118

Robb, A. M., & Fairlie, R. W. (2006). Access to financial capital among U.S. businesses: The case of
African-American firms. Washington, DC: Center for Economic Studics.

The Context

ADVISORY BOARD

N
COLLABORATION CIEED
Intellectual Property Protection| External Members of the Board|
School of Engincering will be identified  and]
Computer Science empanelle i the 2015201
academic year

Community Health

Arts and Sciences, etc.

ACADEMIC PROGRAMS INNOVATION AND RESEARCH, PEDOGOGY,
WITHIN THE SBM COMMERCIALIZATION AND PUBLIC POLICY COMMUNITY OUTREACH
Undergraduate Majorin et Morgan Community Mile
Entreprencurshiy Presentation: Inititive Activities
trepreneurship Fropat) ons five Actviie
Undergraduate Minor in d Academic Devel
Entrepreneurship Business Incubator/Accelerator [{ | Publications Assistance Center
MBA Entrepreneurship Courses ||| Partnerships with other Books and Book Chapters Business Revitalization Activities
Universities
Ph.D, Seminar in Entreprencurshfp ‘Technical Reports Other Progeams
Theory Other Multdisciplinary Programg
White Papers
Programs (in
the fature)

10/7/2015
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The Issue

Black Americans have a high interest in
entrepreneurship

Yet, their participation rates and success rates are
lower than other groups

Why?

Robb, A. M., & Fairlie, R. W. (2006). Access to financial capital among U.S. businesses: The case of
African-American firms. Washington, DC: Center for Economic Studies.
Fairlie, R. W., & Robb, A. M. (2008). Race and entrepreneurial success. Cambridge, MA: MIT Press.

A Solution For Morgan Students

Education and Experiences

The Morgan State University
Innovation & Entrepreneurship Program

An Evidence-Based Approach

Evaluation Criteria
*Evidence-based

*Low cost

*Easy to implement
<Effective

*Scalable
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I
An Evidence-Based Approach

Program Goals

Experiences: Intervention: - Help students learn how to successfully

«Field Trips *Experiential learning s ls .

“Speakers commercialize ideas

*Conferences/Meetings - Increase the odds of success for African American
innovators/entrepreneurs

- Eliminate disparities/barriers
» Provide a gateway to resources
« Contribute to economic growth

Skill Building:

Skill Building:
+Lean Business Model Canv: Interpersonal Skills
*Design Thinking . *Team Skills

«Disciplined Entrepreneurshiﬁ“ -

S ——
INN_OVATION

Key Program Components

= A campus-wide business plan competition
- Events
. / = Campus-wide student events
= Field trips/conferences/meetings
/,‘RESOUI'_CES o Speakerpseries :

= Skill development workshops
- Courses

= Innovation Management (graduate
and undergraduate)

Y + A practitioner advisory board
y Events « A student advisory board
+ Alumni mentors
« Faculty mentors

®courses

Program Overview

Participation Activities

25

ML

# of Events Ave. # participants/event

Spring 2014 Fall 2014,

Spring 2015 (March)

# Speakers # Mentors
Registered  ® Total Participants

mSpring 2014 WFall 2014 8 Spring 2015 (March)
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Courses University Innovation Fellow Program
Fall 2014 Spring 2015 Fall 2015 « Venture Well
Undergraduate 16 - ~30 « 6 week training
Graduate - 19 ~30 M MeetUp
- Pinning

» Leadership Council (5 students,
interdisciplinary, Administrative s

@@ i I

Resources Needed -
~$200,000 to develop, implement, and evaluate the program QUeSt'IonS H
annually Feedback

$28,000 to support 10 students per year in the University Innovation
Fellow Program (October and May Leadership Circles)

Dean Fikru Boghossian
Dr. Augustus Abbey, augustus.abbey@morgan.edu
Dr Mary K. Foster, mary.foster@morgan.edu, 443-310-5116
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A STUDENT-CENTERED,
ENTREPRENEURSHIP DEVELOPMENT
(ASCEND) MODEL TO INCREASE
DIVERSITY IN BIOMEDICAL RESEARCH

BACKGROUND AND NIH OBJECTIVE

- Underrepresented minorities (URMs) do not receive NIH
grants commensurate with their proportion in the
population

- Many URMs exit the research path at undergraduate level

- NIH issued a funding opportunity entitled “Building
Infrastructure Leading to Diversity” or BUILD

- The objective of the grant is to train URM undergraduate
students for a successful career in biomedical research

KEY FEATURES REQUIRED BY NIH

- Novelty
- Measurable outcomes
- Flexibility

- Sustainability

ASCEND PROJECT

- NIH Award

- $23.3 million over 5 years
- The largest NIH grant in the history of MSU
- < 10% of the applications received the award

- Potential for renewal for another 5 years, for a
cumulative amount of $50 million

BIOMEDICAL

- Includes all health-related research
- Public health

- Nursing
- Nutrition
- Biology

- Psychology
- Social work
- Biochemistry/Chemistry
- Biophysics/Physics

Problem
Inadequate autonomy

Proposed solutions
Using the ASCEND training model. Participation in SSRC and SRI. Please
see Sections 1.4.1. and 1.4.2.

Lack of immediate
gratification

Using the ASCEND model, to immediately engage the students by
supporting student research proposals, and providing students with the
opportunity to present in scientific meetings. See Section 1.4.1.

Lack of peer support

Creating opportunities to conduct research with fellow students,
particularly minority students. See Sections 1.4.1. and 1.4.2.

Lack of role models

Providing access to mentors from minority backgrounds. Participation in
SSRC. See Section 1.4.2.

Lack of appropriate
mentoring

Close mentoring and monitoring. See Section 1.4.2.

Inadequate infrastructures

Enhancing MSU's research infrastructure. See Sections 1.4.2., 144 and

Less than optimal

Selecting the most prepared and motivated students, using a variety of

preparation methods. See Section 1.4.3. Using novel methodologies to better prepare
students. Please see Section 1.4.4.
Inadequate Training minority students for competition in majority institutions;

integration/racial biases

Training faculty members at majority institutions about the cultural
sensitivities of minority students. See Section 1.4.6.

Financial problems

Providing financial support. Students selected as ASCEND scholars will
be supported using funds from the BUILD grant. See section 1.4.7.




APPRENTICESHIP VS. ENTREPRENEURSHIP OBJECTIVES/NOVELTY

- The traditional method (apprenticeship) - To foster peer support by creating an environment dedicated to
- Undergraduate students are apprentices student research

- Asked to do repetitive functions, mostly in labs
- Little room for autonomy or creativity

- Inadequate peer support - To provide room for creativity and autonomy for students to

 The proposed approach (entrepreneurship) select their research topics of interest

- Let students be immersed in an environment with peer and near-
peer support

- Provide the best research training for the brightest - To actively engage the undergraduate students in a full range

- Allow students to choose their research topic of interest and apply of research experience
for internal mini-grants (entrepreneurship)

- Provide the best possible mentoring for them . . o i . .

- Let the students execute the project, under mentoring, and - IO increase interest by redesigning curricula and improving
acilities

experience the entire gamut of conducting a research

METHODS METHODS (ANNUAL PLAN)

- Establishing Students’ Scientific Research Center

Students’ Scientific Research Center (n = 50)
- Organizing Summer Research Institutes
Summer Research Institute (n = 30)

- Selecting ASCEND Scholars and providing the best
training to them

ASCEND Scholars (n = 20)

- Improving curricula

PARTNERS WHAT ARE THE FUNDS INTENDED FOR?
- Creating state-of-the art educational facilities within MSU
- Partnership with major research institutions - Active Learning Centers
- Johns Hopkins University - Educational software

- University of Maryland

- The NIH Intramural Program
- Tufts University

- Northeastern University

- Lehigh University

- Improving science curricula

- Strengthening the research infrastructure of the university
- Faculty development awards
- Enhancing the library (e.g., adding Scopus and ISI)

- Partnership with community colleges in the area - Animal lab facilities

- Partnership with Baltimore City Schools System - Funds for community-based participatory research
- Mini grants for student research and new faculty members
- Travel and sabbatical funds




Virtual MRI Laboratory

Set-up

Off-Site Guest Lecturer ﬁ -
~/ ":" —

Computer Console

7.0T MR Scanner

=i

Off-Site Guest Lecturer

Morgan State Universit:

Mnmuﬁa A

»
’

SUCCESS IN FIVE YEARS

Higher enroliment, more high-caliber students, and increased
retention

Stronger research infrastructure
Better-prepared research-oriented faculty

Stronger connections with research-intensive institutions, locally,
nationally, and internationally

Stronger community connection, particularly with Morgan
Community Mile

Renewal of the grant




“IT TAKES A
VILLAGE....”

Biomedical
Research
Careers

=

Increase

STEPS TAKEN (APRIL 2015)

* Establishing the ASCEND Center for Biomedical Research B
« Hiring staff for the ASCEND Center for Biomedical Research
« Identifying & renovating a physical space for the ASCEND Center

* Purchasing and installing equipment & software for the ASCEND
Center

< Establishing the Student Research Center (SRC)

* Preparing curricula and faculty for the Summer Research Institute

* Advertising the program to current and prospective MSU students

« Informing faculty about how ASCEND can help their academic career

DRED
Dr. Victor McCrary
Vice President

Liaison
HR &Student Affairs.

External Advisory

« Establishing effective relationships with research& pipeline partners Committes.
« Establishing an External Advisory Board, Internal Advisory Board, and

Student Tralning Core
Dr. Jocelyn Tumer-Muss, Director

Institutional Development Core:
Two FTE staff members

Dr. Cleo Hughee Derden, Co-Directar
One FTE staffmember

Dr. Glorla Hoffman, Director

i
Sk
Y]
i

KEY PERSONNEL (CORE RESEARCH TEAM)

CENTER FOR

BrioMEDICAL

REsEARCH




MORGAN STATE UNIVERSITY
AND THE
MARYLAND INNOVATION
INITIATIVE
CONVERTING ACADEMIC SCIENCE

TO BUSINESS INNOVATION AT AN
HBCU

W. Christopher Hollinsed, Ph.D.
Site Miner, (New Business Development Liaison)
Morgan State University

STATE INSTITUTIONS

émoacm
STATE UNIVERSITY.

Mangiond Innration inttiotive

SOME WELL-KNOWN UNIVERSITY

INVENTIONS

10/7/2015

THE 4™ MISSION FOR ACADEMIC
INSTITUTIONS

What is the “value” of the University?

WHY SHOULD WE BELIEVE IN UNIVERSITY-
BASED ECONOMIC DEVELOPMENT?

PROBLEMS ENCOUNTERED IN
DEVELOPING UNIVERSITY START-UPS
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PROBLEMS ENCOUNTERED (CONTINUED) PROBLEMS ENCOUNTERED AT HBCUs

STATE INITIATIVES IN SUPPORT OF
PROBLEMS ENCOUNTERED AT HBCUs UNIVERSITY START-UPS

Best Practices in
State and Regional
Innovation Initiatives

Competing in the
2t Ceenury

THE ISSUE FOR THE STATE OF MARYLAND THE MARYLAND INNOVATION INITIATIVE
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THE MARYLAND INNOVATION
INITIATIVE

QUALIFYING UNIVERSITIES

MORGAN EXPERIENCE ISSUES

OTHER ISSUES
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I Outline

Embedded Systems Security Research via .
Reverse Engineering and Countermeasures

Dr. Kevin T. Kornegay

kevin.kornegay@morgan.edu

2 1 Apri 10, 2015

The Frontline: Internet of Things (10T)

SQunrf f 1wEhe %, W& :

dastting =
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Everyday thingg, for smarter
ot connacted @ B iomorrow

Internet of things

=N B .
%2 Do MR ir_ﬂ."ﬁm s m -

Cvepydsy thisgs Smart homes & cibios Telemedicine & keltheare

= Everything will have an IP address and the ability to transfer
data over a network .

= Evolved from convergence of wireless technologies, sensors,
and the Internet

= Most |oT devices are some form of an embedded system
= The loT is the new cyber battle field

MORCAN STATT UNIVERSITY

31 A 10,2015 CLARENCE M, MITCHELL IR, SCHOUL OF ENGINEERING

Research Vision: Center for Reverse Engineering and
Assured Microelectronics (CREAM)

= Launched with over $1.2M in grants from NSF and DOD .

= Research Goals
— Focus: Physical layer cybersecurity
« loT device vulnerability assessment .
+ Develop countermeasure to secure |oT device against cyber attacks
« Secure |oT device data exchange
+ Maintain operability during an attack
+ Grow Morgan’s IP portfolio

= Education Goals
— Provide research experiences and training for students
— Reverse engineering course and laboratory development
— Embedded Systems Security Certificate Program
— Resource for Cyber community
— Outreach — cyber camps for high school students

MORCAN STA
CLARENCE M. MITCHELL, IR

UNIVERSITY

5 | Apil 10,2015 OF ENGINEETING

4 | April 10, 2015

6 | Apri 10,2015

The Frontline: Internet of Things (loT)

Cybersecurity Research Vision
— Center for Reverse Engineering and Assured Microelectronics (CREAM)

Embedded systems security
— From USB stick to iPhone6
— Current Attacks
— Cryptographic devices

What is reverse engineering (RE)?
— Side channel analysis (SCA)
— Capture and playback

SCA Attacks and countermeasures
— Breaking a key
— Seizing control of a drone
— Countermeasure Theory

Conclusions

MORCAN STATE LINIVERSITY
CLARENCE M, MITCHELLL JR, SCHOOL OF ENGINEERING

I Outline

The Frontline: Internet of Things (loT)

Cybersecurity Research Vision
— Center for Reverse Engineering and Assured Microelectronics (CREAM)

Embedded systems security
— From USB stick to iPhone6
— Current Attacks
— Cryptographic devices

What is reverse engineering (RE)?
— Side channel analysis (SCA)
— Capture and playback

SCA Attacks and countermeasures
— Breaking a key
— Seizing control of a drone
— Countermeasure Theory

Conclusions

MORCAN STATE LINIVERSITY
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I Outline

The Frontline: Internet of Things (loT)

Cybersecurity Research Vision
— Center for Reverse Engineering and Assured Microelectronics (CREAM)

Embedded systems security
— From USB stick to iPhone6
— Current Attacks
— Cryptographic devices
What is reverse engineering (RE)?
— Side channel analysis (SCA)
— Capture and playback
SCA Attacks and countermeasures
— Breaking a key
— Seizing control of a drone
— Countermeasure Theory
Conclusions

MORCAN STATE LINIVERSITY
CLARENCE M. MITCHELL JR. SCHOOL OF ENGINEETUN
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I Embedded Systems Examples I Classic Embedded System Attack
Secrets
CPU (=)
I Glue
H DRAM
External
— e I ! C:{\ Glue
¥ Secure
— Flash
Debug 1 ROM
MORGAN STATE UNIVERSITY MORGAN STATE UNIVERSITY
7 | Aprilio, 2015 (CIARENCE M. MITCHELL, JRSCHOOL OF ENGINEERING 8 | April10, 2015 ‘CIARENCE M. MITCHELL, JRSCHOOL OF ENGINEERING
I Cryptographic Devices I Outline
= Smart cards represent the ultimate cryptographic device = The Frontline: Internet of Things (loT)
— Perform cryptographic operations on data = Cybersecurity Research Vision
— Harnesses both the cryptographic operation and the key — Center for Reverse Engineering and Assured Microelectronics (CREAM)
~ Tamper resistant = Embedded systems security
= Embedded system processors are incorporating more smart — From USB stick to iPhone6
credit style security — Current Attacks
— Cryptographic devices
= Why not use a smart card? )
N = What is reverse engineering (RE)?
— Requires a reader for access " .
E e PayTV — Side channel analysis (SCA)
- Example: Pay — Capture and playback
= SCAAttacks and countermeasures
— Breaking a key
— Seizing control of a drone
— Countermeasure Theory
= Conclusions
MORGAN STATE UNIVERSITY MORGAN STATE LINIVERSITY

9 | Apil 10,2015 CLARENCE B, MITCHELL R, SCHOUL UF ENGINEERING 10 | April 10, 2015 CLARENCE M, MITCHELL, R, SCHOOL OF ENGINEERING

I What is Revere Engineering (RE)? I Side Channel Analysis (SCA)

= What?
— Reading of hidden signals through unintended physical channels
originating from the embedded system
— Side channels include time, sound, electromagnetic radiation, light

Work backwards. emission, and power consumption
= Why?
— Retrieve secrets such as encryption keys (e.g. AES, DES) or intellectual
property
= How?
. L X . — Attack channels using SCA
= Reverse engineering is the process of extracting knowledge or design — Methods
information from anything man-made and reproducing it from the — Tools
extracted information
= Classical RE is expensive, invasive, and destructive
= Our approach is low cost, non-invasive, and non-destructive
MORGAN STATE UNIVERSITY MORCAN STATE LINIVERSITY

11| Apil 10,2015 CLARENCE M. MITCHELL JR. OF ENGINEERING 12 | Apil 10,2015 CLARENCE M, MITCHELL, JR, SCHOOL OF ENGINEERING
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I Side Channel Analysis System Requirements

= Digital storage oscilloscope
= High bandwidth amplifier

= Probes

— Power Analysis: Intercept the devices power circuitry using a small
resistor

— EM Analysis: Requires a coil with a low noise amplifier

= Computer with statistical analysis tools and control software

MORGAN STATT UNIVERSITY

15 1 Apri 10, 2015 CLARENCE M, MITCHELL IR, SCHOUL OF ENGINEERING

I Wireless Device Capture and Playback

= Capture Signal
— Embedded system device with wireless interface (e.g. Drone)
— Over the air

= Analyze Waveform in Multiple Domains
— Frequency/Phase/Amplitude over time
— Spectrum Analysis
— Modulation Analysis

= Save the Waveform in a usable format
— Analysis
— Playback through RF/Arbitrary Waveform Generator

= Playback the waveform using an waveform generator

MORCAN STATE UNIVERSITY
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I Principle Behind Power Analysis

x
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45 | \\ Power consumption during clock cycle
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20 a0 40
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Current flows in a
transistor during
switching and power
is consumed during a
1->00r0->1
transition

The shape of the

power consumption
profile reveals activity

Comparison of
profiles reveals data

MORGAN STATE LINIVERSITY
CLARENCE M, MITCHELL IR, SCHOOL U ENGINEERING

I Commercial Power/EM Analysis System

16 | Aprito, 2015

I Outline

= The Frontline: Internet of Things (loT)
= Cybersecurity Research Vision

MORGAN STATE UNIVERSITY
CIARENCE M. MTCHELL, JRSCHOOL OF ENGINEERING

— Center for Reverse Engineering and Assured Microelectronics (CREAM)

= Embedded systems security
— From USB stick to iPhone6
— Current Attacks
— Cryptographic devices

= Whatis reverse engineering (RE)?
— Side channel analysis (SCA)
— Capture and playback

= SCAAttacks and countermeasures
— Breaking a key
— Seizing control of a drone
— Countermeasure Theory

= Conclusions

16 | Apri 10,2015

MORGAN STATE UINIVERSITY
CLARENCE M. MITCHELL, JR, SCHOOL OF ENGINEERING



I Attacks and Countermeasures

= Embedded system encryption key extraction via SCA

External
Comm

19 | April 10,2015

I Power/EM Side Channel Analysis

BGA

+=DRAM | e
Secure

t» Flash gﬁg
ROM

MORCAN §

CLARENCE M, MITCHELL, JR.

T UNIVERSITY

OF ENGINEERING

= Recovers information by inspection of single or averaged traces
during system start up

= Can also be used to RE algorithms and implementations

O M TN T R (M MM ¢ MDY Y 1)
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I Drone Signal Capture

= RSA Setup

Center Frequency 49.83Mhz

» Drone Maneuvers:

- Rotate Right

MORCAN STATT

UNIVERSITY

CLARENCE M, MITCHELL, JR, SCHOOL OF ENGINEERING

Span of 2MHz was used to capture - W E

—  Initialize :
- Hover,

- Rotate Left

Power Versus Time

Extract 300ms snippets of each maneuver

Save four .TIQ Files for import to RFxpress

9 sec Flight Zoomed In
Flight g

Start of Transmission

2 Hover Burst

MORCAN STA
CLARENCE M. MITCHELL, IR

UNIVERSITY
OF ENGINEETING

10/7/2015

I Power/EM Side Channel Analysis Attack System Setup

20 | april 10,2015

I Drone Capture/Playback Demo Setup

T

Capture Unit = RSA

22 | April 10, 2015

I Drone Playback Configuration

= Create Play Sequence
— Wait for TrigA then Play Initialize

analog signal
B

smp of —

or

\ )

e

(@51

digitized signal

trigger

1/0

Analysis

Embedded
system

Data Transfer Via

Ethernet or GPIB
Data Transfer Medium

— Wait for TrigB then Play all Waveforms

it + Controls

Hover 8x
Rotate Right ~ 8x
Hover 8x

Rotate Left 8x

Hover - Go back to Index 2 - Wait for TrigB

Playback Unit = AWG

Software

MORGAN STATE UNIVERSIY
CIARENCEM. MITCHELL, JRSCHOOL OF ENGINEERNG

Playback Connected or
Antenna

MORCAN STATE UNIVERSITY
CLARENCE M, MITCHELLL JR, SCHOOL OF ENGINEERING

MORGAN STATE UINIVERSITY
CLARENCE M. MITCHELL, JR, SCHOOL OF ENGINEERING



I Drone Capture/Playback Attack Demo Video

r

N

= The same attack can be performed on wireless key entry systems, garage
doors, home security systems, etc.

= You can now purchase a handheld RSA for $3K that covers the spectrum of
all 1oT devices

MORGAN STATT UNIVERSITY
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I Outline

= The Frontline: Internet of Things (loT)
= Cybersecurity Research Vision
Center for Reverse Engineering and Assured Microelectronics (CREAM)
= Embedded systems security

— From USB stick to iPhone6
Current Attacks
Cryptographic devices
= Whatis reverse engineering (RE)?

— Side channel analysis (SCA)
Capture and playback
= SCA Attacks and countermeasures

— Breaking a key
Seizing control of a drone
Countermeasure Theory

= Conclusions

MORGAN STATT UNIVERSITY

21 1 Api 10,2015 CLARENCE W MTTCHELL I, SCHOULOF ENGINEETING
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I Countermeasure Theory

= Reduce device leakage

— Balance processing of values

— Limit number of operations per key
= Introduce noise

— Introduce timing variations during processing
— Hardware generated noise sources

MORGAN STATE LINIVERSITY

26 1 Agri 10,2015 CLARENCE W, MITCHELLL R, SCHOOL UF ENGINEERING

I Conclusions

= With the continued evolution of the 10T, securing embedded
device security is paramount!

= Side channel attacks pose a significant threat to our nation’s
cyber infrastructure

= Most embedded system devices do not contain hardware
countermeasures for side channel attacks, particularly in the
commercial sector

MORGAN STATE LINIVERSITY

26 | Api 10,2015 CLARENCE M, MITCHELL R SCHOOLUF ENGINEERING
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Internationalization of Morgan Campus

5o New Incoming International Students bring with them their values, religious
beliefs, customs, and assumptions, all of which are products of their societal
upbringing;

5o In this country, international students encounter differences in social norms,
academic practices, and communication styles;
5o International students contribute $15 billion to the U.S. economy in the form of

tuition, fees and living expenses;

International students often experience initial culture shock upon arriving in the
United States;

3

Their cultural adjustment process is complicated by their having to learn to
navigate the institution’s culture and expectations, including enrolling in classes,
learning about campus policies and procedures, and overcoming any language
barriers that might exist;

DIA’s Internationalization Goals

I ———
5o There is a great advantage to having international students on the campus:

o Diversity;

o For students who are unable to study abroad, having the opportunity to
interact with international students on their campuses is invaluable in
terms of learning about different cultures and perspectives;

# Morgan State in Baltimore, MD, has increased the number of international
students on its campus by 64 percent since 2007, in part as a result of the
White House’s HBCU-Brazil Alliance, which gives Brazilian students the
chance to study at some of America’s Historically Black Colleges and
Universities —The Chronicle of Higher Education:

http:

n-Students-Bring-Global /229019

International Student Enrollment

5o The DIA works collaboratively with various constituencies and units at the
University to:

o integrate a global perspective throughout Morgan’s academic departments
and co-curricular programs;

enhance student and faculty development through workshops, study
abroad, internships, exchanges and other relevant international education
programs, and,

provide the schools, college and the supporting units of the university with
assistance in developing an international focus to their programs and
enabling them to produce globally knowledgeable and competent graduates.

International Enrollment at Morgan State University has dramatically increased to
636 students from 60 countries. Of these 9 are engaged in Optional Practical
Training (OPT) and 201are Non-Degree Seeking Scholars from Brazil. The countries
reporting the highest number of students by their region are Saudi Arabia , Nigeria,
Nepal, and Jamaica.

International Studk
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International Student Enrollment
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(as of Fall 2014)

What have you noticed about

10/7/2015

Distribution of International Students

by Regions as of Spring 2015

Middle East

Saudi Arabia (226), Iran (5),

Kuwait (9), Jordan (2), Qatar

(2), Turkey (1), UAE (1) & Egypt

@)

Asia 37
Nepal (22), India (8), China (2),

Philippines (2) and other

countries
South America 20
Brazil (20)
North America 2
Canada (2)

Africa

Nigeria (109), Kenya (16),
Ghana (14), Senegal (3),
Gambia (2), and other
countries

Caribbean 48
Jamaica (17) T&T (12),

Bahamas (6), Dominica (4), St.

Lucia (3) and other countries

Europe 6
Russia (2), Greece (1)

Netherlands (1) Serbia (1) UK

(1)

as of Spring 2015

Study Abroad

international students?

5o Focused
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Study Abroad

#  Fifty - six (36) students participated in experiential learning activities abroad
(through third party providers) with support from the Morgan State University
Foundation during Spring 204 to Spring 2015 (thus far).

#  Six (6) students recently returned from a study abroad program in Brazil at the
beginning of the semester.

B Architecture
m Actuarial Science
m African American Studics
m Broadeast Journalism
m Business & Management
m Fducation
m Engineering
Fashion Merchandising & Design
' Fine or Applied Arts
m Health Sciences
m Information Systems

m Physical or Life Seiences
Chart reflecting the majors for participated in St  Pubic Rel
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Recent Trends in Agreements- 2012- 2014
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Chart reflecting the destinations for students that participated in Study Abroad as of Summer 2014

MOUs since 2012
o Mexico
5o Australia (International College of Management, Sydney)
5o Kenya
5 Jamaica
5o Brazil
5o Saudi Arabia
s UAE
5o South Africa
5o Tanzania
5o China
5o Ghana




Initiatives: Latin America & the

Caribbean

s Established Agreements with Latin America & the

Caribbean:

«  UNESP, Sao Paulo, Brazil

«  Faculdade Zumbi Dos Palmares, San
Paulo.

- Ponificia Universidade Catolica Do
Rio De Janeiro

«  Benito Juarez Autonomous University
of Oaxaca, Mexico

«  Catholic University - PUC Sao Paulo,
Brazil

«  Catholic University - PUC Rio de
janeiro Brazil

Universidade De Ribeirao Preto -
UNAERP

Universidade Paulista, Sao Paulo,
Brazil

Universidade Federal De Minas Geras
(Pending)

Universidade Paulista - UNIP
Universidade Federal De Uberlandia
University of Technology, Kingston,
Jamaica

University of the West Indies

Science Without Borders

10/7/2015

Regional Initiatives: HBCU-Brazil Alliance

so Work with the White House Initiative on HBCUS to enhance
the HBCU-Brazil Alliance

5o Work with Scientific Mobility Program on the Brazilian
students being distributed to the HBCUs

5o Work with Academic Outreach and Engagement on the
English as a Second Language Program (ESL) for Brazilian
students and the Brazilians teacher program at MSU

5o Collaborate with Academic Affairs and Academic Outreach
and Engagement in identifying global programs, such as, the
Dual Ba chelor’s Ma ster’s Degree Program and the
Intensive
English Language Program.

Science Without Borders

Brazilian Science Mobility Program (BSMP)

5o Since the inception of the Brazil Scientific Mobility Program
(BSMP) in 2012, Morgan State has received 67 students from
higher education institutions in Brazil;

so For the Spring 2015 semester, Morgan State had a total of 19
students enrolled in ESL and academic classes;

Recent Trends 2013-2014

HECU- Brazil
Alliance
Erazil Science
Mobility
Program
5o ESL Required 15t
Semester
s» Managed by Morgan
s Live on campus
5o Use all campus facilities
all year
5o Morgan is the Alliance

Chair - for 45 HBCUs

so ESL not applicable at this

time

5o Scholarships managed by

SACM

so Live off campus
5o Use few campus services
5o Morgan was the 1 HBCU

to exhibit at the IECHE in
Riyadh, KSA in April

Brazil Science Mobility Program (BSMP)

Student Distribution
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Initiatives: China

s Dr. Wilson signed an agreement on behalf of HBCUs with the Chinese

Government for the implementation of the 1000-scholsrship award for
HBCU students to study in China from 3 months to 2 years to extend
from 2014 to 2017.

s A proposal for an American Center for Minority Cultural Exchange



http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp
http://www.temple.edu/ielp

10/7/2015

Initiatives: China Regional Initiatives: China

5o Established agreements with the following institutions in China:

5o Hosted Hubei University of Technology, Business College
+  Guilin University of Electronics and Technology

« Hubei University
«  Guangxo Normal University

Recently a delegation of Presidents and senior administrators from 8
American HBCUs let by Dr. David Wilson, President of MSU went to

Beijing, China to participate in a People to People Exchange from July 9-11,
2014 +  Nanjing Normal University

« Fudan University

+ Xi'an Jiatong University (Pending)

so This program is designed to enhance and strengthen ties between the citizens + Sichuan University

of the United States and the People’s Republic of China. + Hainan University

5o The Dean of the School of Business and a Faculty member in the Hospitality + Hebei University of Economics and Business

Management Program will be engaged in a 2 week program at Guizhou = Guizhou Forerunner College (GFC)
Forerunner College (GFC) in Guizhou, China, this summer.

Regional Initiatives: Africa

s 25 Professional Fellows
5o 18 African Nations
5o 25-35in Age

s Established agreements with the following institutions in Africa

« Addis Ababa institute of Technology
«  Centre Muraz, Bobo- Dioulasso, Burkina Faso
5o MSU Program Included:
6-week Academic and Leadership Institute focus
on skills development in Public Management,
Site visits,
Community service,
A Presidential Summit with President Obama in
Washington, DC in late July 2014

«  Federal University of Technology in Owerri, Nigeria

+  University of Botswana

+ Botswana International University of Science and Technology
« University of Cape Town, South Africa

« University of the Western Cape, South Africa

« Universitre Gaston Berger in Sain- Louis, Senegal

« University of the Witzwatersand, Johannesburg, South Africa
+ University of Kwazulu- Natal, South Africa

@ YouNG AFRICAN LEADERS INITIATIVE Regional Initiatives: Middle East

s Morgan currently has agreements with the following
institutions in the Middle East

American University in the Emirates, Dubai,

UAE

Princess Nora University

Our goals for this initiative are to:

Enhance the recruitment of international

o

scholarship students from the Middle East
Promote Global Citizenship & Campus Diversity

o

Develop more study abroad opportunities for
Morgan students in the region

o

Increase International Alumni contribution and

involvement
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Fulbright Scholarship Program

Regional Initiatives: Middle East

Program Interests for prospective Saudi Outcomes .
Students Identified at 2014 [ECHE 44 active hours @ the International 5o (Dr. Carleen Leggett, Director)
Eshibition & Conference for Higher

Education (IECHE) - Riyadh, Saudi o Congress gave birth to the Fulbright Program in 1946, under the
cation - Riyadh, Saudi

Undecided
inspiration and guidance of Senator J. William Fulbright. The primary

Education Arabia . . :
90% . " goal of the program is to increase mutual understanding between
rchiecture o engaging prospective )
i “u;emsg Sing prosp Americans and other peoples of the world.

scHooLs ESL

> 8% developing relationships with

Comp./Math . Lo
potential university partners

Morgan State University now has 13% students who have received

3% touring local university Fulbright or Fulbrightrelated grants.
facilities and potential study

o

Liberal Arts

o

Journalism,

abroad programs

fublctatih o Anarticle in the publication DIVERSE ISSUES IN HIGHER
Socal Work 307 stud ive fall 204, EDUCATION (26 June 2008) pointed out that Morgan State leads all
Business ” spr;:,;“zoeatsf:ﬁr;g:?s‘:em:sters. ! other historically Black colleges and universities in the number of its
Enginccring o 194 Gr;duare students who have received Fulbright grants.
o6 A% &% s 1ok

v Wradens o 113 Undergraduate ULBRIGH
RTR———— P —cc > >——4

Fulbright Scholarship Program Fulbright Scholarship Program

o RS M

g :z:lntnes ':: which Morgan students have:wom132:Fulbright=- 34 countries to which 30 M p
8! have won 57 Fulbright- related awanrds::

I e S v TN Lo Bangladesh
Mali

Brazil Honduras Mexico Senegal Toaitim Tt e e

Cameroon India Morocco Sierra Leone e Tl o Singapore

Ceylon (Sri Lanka) Indonesia Namibia Spain ComErsan Japan Nigeria )

China Ttaly New Zealand Switzerland Egypt Toehm T Togo

Colombia Ivory Coast Nicaragua Tanzania TiEmes Kenya P Tt

Czech Republic Jamaica Nigeria Trinidad & Tobago i o Philippines Turkey

Ecuador Kenya Norway Uruguay Germany Liberia Poland United Arab

France Korea Peru Venezuela Emirates

Germany Liberia Philippines Vietnam United States of
America

Current Activities

5o Hosted workshops for International Week - Topics included:
o Global Health Epidemics
o Non-State actors and international armed conflicts
o The Value of Cross Cultural Awareness
5o Hosted Nigeria delegation from Lagos State Scholarship Board

50 Meeting with the Embassy of the Republic of Georgia

5o Engagement in Webinar on “Opportunities to collaborate with Th k Y ’ ’
Foreign Agricultural Service Trade and Scientific Exchange 29 an ou..
division on Shortterm exchange programs.

5o Invite to do a presentation Morgan State University and its
international process at the NAFSA - International Educators
meeting in Boston, May 27, 2015






